Integrate Okta with FileCloud

(D If you are looking to integrate with Okta browser plugin, please review our configuration guide: Integrate with Okta using browser plugin

Before completing the following procedures, configure Apache Web Server. See SSO Configuration Steps, Step 1 on the page SAML Single Sign-On
Support for configuration instructions.

FileCloud can be integrated with OKTA. The Okta must be configured as an Identity Provider (IdP) and FileCloud will act as the Service Provider
(SP). The following steps must be followed to configure FileCloud with Okta.

1. Log in to your Okta issued URL. http://yourdomain.okta.com
2. After successful login to Okta, go to the admin section
3. Create a new application as shown below
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In the application type, select SAML 2.0

8 Create a New Application Integration *

I Secure Web Authentication (SWA)

® SAML 2.0
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. Configure the Application as follows.

o General Setmngs

App name Myldp

App logo @

Browse..

Uplead Logo

App visibility |:| Do not display application lcon to users

|:| Do not display application icon In the Okta Mobile app

Cﬂncel ﬁ

a. Set Single sign on URL tp the FileCloud assertion URL http://<your domain>/simplesaml/module.php/saml/sp/saml2-acs.php
/default-sp

b. Set Audience URI (SP Entity ID) to http://<your domain>/simplesaml/module.php/saml/sp/metadata.php/default-sp

c. Set Default Relay State to http://<your domain>/auth/samlisso.php
The attribute statements must be set as shown in the screenshot. These attribute names must match the names set in the FileCloud
admin screen - Settings SSO parameters for Username, Email, Given Name and Surname.
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e SAML Settings

Single sign on URL https:/
Use

Audience URI (SP Entity ID) https./¥

Default RelayState http:/s

Name ID format

Application username

Name Name format
glvenName Unspecified v
sn Unspeclfied v
emall Unspecified v
uid Unspecified v
Add Anocther

Name format

Unspecified v

Add Anocther

Unspecified

Okta username

elathe.com/simplesaml/module. php/saml/

this for Reciplent URL and Destination URL

.com/simplesaml/module.php/saml/

1e.com/auth/samlsso.php

Show Advanced Settings

LEARMN MORE

Value
userfirstName v X
rlastl ®
userlastName v
user.emall v X
substringBefore( user.emall, "@") v X
Filter
x

Starts with
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5. In the following screen set FileCloud as an Internal App.

Create SAML Integration

e Feedback

e Help Okta Support understand how you configured this application

Why are you asking me this?

Are you a customer or partner? ®) I'm an Okta customer adding an Intermal app

ware vendor. I'd like to Integrate my app with Okta

1 Okta Support In understanding your app Integration.

n The optienal questions be

App type (/] This s an Intemnal app that we have created

frovious ﬁ

6. Click FInish.

Sign On

Settings Edit

Default Relay State http://samldev.codelathe.com/auth/samlsso.php

SAML 2.0 Is not configured untll you complete the setup Instructions.

View Setup Instructions -

dentity Provider metadata Is avallable If this application suppoerts dynamic configuration.

Application username format Okta usermame

7. Click View Setup Instructions to get the details to configure FileCloud SSO.
The How to Configure SAML 2.0 for Myldp Application screen opens.

8. Get the details for configuring FileCloud from this screen.
a. Copy the entity ID field from the Metadata text box on OKTA and use that for Idp End Point URL in FileCloud admin Ul interface under S
ettings > SSO.
b. Click Download certificate, then copy the certificate file and rename to saml.crt. Copy this file in the FileCloud server in the following
place <FileCloud WEB ROOT>/thirdparty/simplesaml/cert
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¢. The metadata in this screen must match the IdP meta data in FileCloud Admin Settings > SSO - Idp Meta data.

How to Configure SAML 2.0 for Myldp Application

The following is needed to configure Myldp

o Identity Provider Single Sign-On URL:

https://¢ okta.com/app/¢ Iyidp_1/exk35iurbOHHsVzhT@xXT/ss0/saml

e Identity Provider lssuer;

http://www.okta.com/ex

e X509 Certificate:

—————BEGIN CERTIFICATE-————

MI1DpjCCAoSgANTBAG IGAVF 0iCG+HABGCSqES 1h3DQEBBQUAMICTH)SHCQYDVQDCEWVUZETHBEG
A1UECAWKQ2F saWZvemSpY TEWMBQGAT UEBwwNU2FuTEZyYWS jaiN jbzENMASGA1 UECGWET2LAYTEU
MBIGA1UECWWLLU1NPUH vdm1 kZXIxFDASBgNVBAMMC291dGxvb2s5MDAXMRwWGg Y JKoZ ThveNAQKB
FglpbmZvQGordGEUY20tMB4XDTEIMT IWMZEINDCINF oXDT I1MT IwMzELNDg1 NFowgZHxCzAJBgNV
BAYTAIVTMRMWEQYDVOQI DAPDYWxpZmSybm1 hMRYWFAYDVQDHDAL TYW4gRnJhbmNpeZNyMQBWCHYD
VROKDARP23RhMROWEQYDVQQLDALTUGSQomI2aWR1 UMBIGA1UEAWWLD3VODbGOvazkwMDEXHDAG
Bgkqhk i Gew@BECOEWDW 1 uZmIAb2LAY S5 I b20uagE i MABGCSqGS Ib3DNEBAQUAAL IEDWANGEK ACTE
AQRCObG fk25my I JCUBXhpUyaZCGVrzG646 fOaauTx/ jowyLro223x8TIRIIFD4ncGMVRAX16Q,/ My NS
gi+gx/1MNHPp+m+c@EURRZ3t BgBJolbc++ j /AB2p4NuubAZanTU/NIenQUpNWZMed)/ TkCE+z1uvE
WZ1brKUcZBojGAmLioDY JobbdeatKor1 jLD+TehLEG2QdxRNIANHYW /wlXzFaGugzC2g3dsKELbT
TTkJSNTWPPES JTBE+hTOLVMs4vQO1AKobE9y 1255 1d JSHT j45SURKPUET2kvP1BEFaCzPUN1gBBEH
A20r /Py Quy YdWL TcNgF6bs DD N+ 3wBY gbPF +0xAgMBAAEWDJY JKoZ IhveNAQEFBQADGGEBAHIW
HBESrp@4k jerzTNWAmTwaSxa jXNXEW/ FQnaCdF hOAS TmP1EL /kOzMDCGTMgAFMdgy /cr IP/mDe/5
@VUG/L40JgE12ta jesT2AGq0B2Kac fgakZTes ] jpUcyd xRSewa 1 bE+AF t2SBeyx /c51LtE6LVEA
JxG1GIBD/9MAcSU fBnkHASTUET+RkF ysmr FWKD1zNr ek+Enemk SEGHLA/ssVWECTLhd1HCunkIe+
HiGBSrA@1@4gHqkMDWGx 1 nkHkHeSBhL1 ffLUSYvEre8TokMCHrcCABSRF fW20Fc1JAPNLO5ceGxg
PEK(jQXBaqI MQPmBh2NyRCc36nx6T FUCOJXs=

—END CERTIFICATE-.

Download certificate

Optional

o Provide the following IDP metadata to your SP provider.

<Zxml version="1.0" encoding="UTF-8"?><md:EntityDescriptor xmins:md="urn:oasls:names:1c:SAML:2.0:metadata” =
entitylD="http://www. okta com/exk35Iur6BHHsYzh70x7"><md: DPSSODescriptor WantAuthnRequestsSigned="true"
protocolSupportEnumeration="urn.oasls:names:ic:SAML:2 O:protocol™<md:KeyDescriptor use="signing"><ds:Keylnfo
xmins:ds="http-/www.w3.0rg/2000/09/xmidsig# ><ds:X509Data=>
<ds’X509Certficate>MIDpJCCAGgAWIBAGIGAVFOICI+MADGCSqGSIb3DAQEBBQUAMIGTMQswCQYDVQQGEW VUZETMBE
G

ANJECAWKG2FsaWZvemSpYTEWMBQGAIUEBwWwWNUZFUIEZYYWS)aXN|bzENMASGATUECGWET210YTEU
MBIGATUECwWwWLUINPUH JvdmIkZXIxFDASBgNVBAMMC291dGrvb 25 SMDAXMRWWGQY JKoZIhveNAQKB
FglpbmZvQGYrdGEUY29tMBAXDTEIMTIWMZEINDCINFoXDTIMTIwMzEINDgINFowgZMxCzAJBgNY
BAYTANVTMRMwWEQYDVQQIDARDYWxpZmIybmIihMRYwWFAYDVQQHDAITYW4gRnJhbmNpc2NvMQOwCwYD
VQQKDARPa3RhMRQwEGYDVQQLDAITUO9GcmS2aWRIc EUMBIGATUEAWWLL3VObGYvazkwMDExHDAa
BgkghkiG9wOBCQEWDWIUZmOAD210YS5]b20wggEIMAOGCSqGSIb3DQEBAQUAAAIBDWAWGGEKACIB
AQCObGk25myl)CUBXhpllyaZ GVrz G646T0aau7x/|OwyLro223x8T3RIZFDAncGMVRAXIEQ/MyNS
gh+gr/IMNHp+m+cOEURRZ318gBJolBc++/AB2paNuubAzan7U/NIenQUpNWZMed ) IkCE+z1uVE
wZlbrkUcZ89|GAmLIcDYJoS6deatKoFLD+7chLEG2QdxRNIANHYW WXz FaGugzC2g3dsKBLbT
Y7kJSN7WPPES|TBE+h79LVMs4vQO1AX0ob89y| 25sId|SHI|4SURKPUE7 2kvPIBEFaCzPUnIg8B8H
A20r/gPyQuyYdWLTcNgiEbshDDrN+3wBYgbPF+OxAgMBAAEWDQY JKoZINvcNAGEFBQADgGEBAHIW

HBfSp04kjerz TNWdm7wGSxg)XNXYW/fGnqCdFh0ASTmPIBL/AK9zMDcG7MgAFMdgy/criP/mDe/5
OVU9/LA0JgEI21ajesr2AGao82 XacfgaXZ7 el pUcyd JXRS Owal b G+AErZS Beyx/cSTU6ELVBA
JxGIGIBD/OMOcSUTBnkHASTUET+RkFysmrFWKDMzNrek+Enemk5EGHLA/SSVWECTLhdIHCunkle+
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9. Add the user under the People tab in Okta.

Applications My Applications @

: /| Targetprocess
Active = - Vier
Pecple

ed Targetprocess

B Assign Application

Show([50 v

Person & Usemame Status
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The configuration from FileCloud side should be in 'Settings > sso' as follows (in 'idP End Point URL' you should make ‘ldentity Provider Issuer') :

SAML Settings

IdP End Point URL

IdP Username
Parameter

|dP Ernail Parameter

1dP Given Mame
Parameter

|dP Surname
Parameter

IdP Meta Data

Enable ADFS

User Login Token
Expiration Match [dP
Token Expiration

Log Level

URL of the Identity Provider that the Service Provider must contact.

uid

Usernarme Parameter Name in ldentity Provider

mail

Email Parameter Mame in Identity Provider

givenhame

Given Mame Parameter Mame in |dentity Provider

sh

Surname Parameter Mame in ldentity Provider

Enter Identity Provider metadata in XML format.

NQ |~
Specify if 1dP is Active Directory Federation Service (ADFS)

If enabled, user authentication token will expire as specified by ldentity
Provider.

DEV |+

Specify the Log Level (Use Dev enly for testing)

Once the application is created and FileCloud is configured you can start using Single Sign On with Okta from FileCloud
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