
FileCloud Enterprise 
Advanced
Enhanced Data Security, Compliance, and Governance 
for Enterprises that Need it All

The FileCloud Enterprise Advanced tier includes all the collaboration and security 
features you love from Enterprise Essentials, plus the following advanced tools 
and functionalities.



FileCloud Advanced Features

Security, Data Protection & Residency

Data Compliance

Data Classification

Enterprise Server 
Advanced

Enterprise Server 
Advanced

Enterprise Server 
Advanced

Enterprise Online 
Advanced

Enterprise Online 
Advanced

Enterprise Online 
Advanced

Single Sign-On/SAML Support

Smart Data Leak Prevention (DLP)

Smart Classification (Automated Classification Upon File Upload)

Sensitive and Personal Identifiable Information (PII)  Content Classification

AI Classification (AI-based queries & rule building)

Bring Your Own Encryption Key

Security Information and Event Management (SIEM)

Anti-Virus/Malware Protection

Pre-built & Custom Content Classification Labeling for Industry Verticals

OCR Scanning, Indexing, Labeling/Classification via Built-in & 

Custom Patterns

Integrated Compliance Dashboards & Reports (Compliance Center), other 

compliance support

Two-Factor Authentication for External Users 

Personal Identifiable Information (PII) Pattern Search



FileCloud Advanced Features

Digital Rights Management

Data Governance & Content Lifecycle Management

Content Workflows

Customization & Branding

Enterprise Server 
Advanced

Enterprise Server 
Advanced

Enterprise Server 
Advanced

Enterprise Server 
Advanced

Enterprise Online 
Advanced

Enterprise Online 
Advanced

Enterprise Online 
Advanced

Enterprise Online 
Advanced

Secure Document Viewer/Container

Pattern Search

Unlimited Approval Workflows & Workflow Automation

Custom Domain (Site URL)

Restrict & Revoke Access to Files After Distribution

File Retention & Archival Policies

Screenshot/Print Protection

Content Search (Full-text & OCR)

Content Lifecycle Management – Admin, Legal Hold, Retention, & Archival



FileCloud Advanced Features

Integrations

Integrations

Hybrid Cloud, Site Replication, and Data Redundancy

Enterprise Server 
Advanced

Enterprise Server 
Advanced

Enterprise Server 
Advanced

Enterprise Online 
Advanced

Enterprise Online 
Advanced

Enterprise Online 
Advanced

Active Directory & LDAP Support

Network Share Integration (CIFS, SAMBA & NFS)

Server Sync – Sync/Backup Local File Server to Cloud

Security Information and Event Management (SIEM) 

Smart Mount – Simplify Access to Network Shares

Microsoft Teams

CASB Support – McAfee

Storage Connectors (Google Cloud, Azure, S3, EMC ECS, AWS, Wasabi, 

Alibaba, Digital Ocean+)

ServerLink – Multi-site Replication (Branch Office, Cloud to Local) N/A

N/A

N/A

N/A

N/A

Salesforce (On-prem/Hybrid Storage within Salesforce)

Network Share Integration with NTFS Permissions

CAD File Viewer
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FileCloud Advanced Features

Deployment & Flexible Infrastructure Enterprise Server 
Advanced

Enterprise Online 
Advanced

Bring Your Own Storage (NFS,CIFS & Object Storage) 

High Availability Architecture

DoD NIPR, SIPR , Air-gapped & Dark-site Network
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A privately held software company, headquartered in 
Austin, Texas, USA, FileCloud is helping organizations 
thrive by providing hyper-secure content 
collaboration and processes solutions. FileCloud is 
used by millions of customers around the world, 
ranging from individuals to Global 1000 enterprises, 
educational institutions, government organizations, 
manufacturing companies, managed service providers 
and more.
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